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sgx_debian_local_repo.tgz

23 Components

Components 23

Vulnerable 0

No known vulnerabilities 23

NO KNOWN VULNS

Vulnerabilities 0

Critical 0

High 0

Medium 0

Low 0

None 0

CVSS v3 score missing 0

3 Licences

Licences 3

Copyleft 1

Permissive 2

Weak Copyleft 0

Proprietary 0

Identified 3rd party components

jsoncpp 0.10.6 libsgx-quote-ex 2.14.100.2-bionic1

libsgx-ae-qe3 1.11.100.2-bionic1 libsgx-ra-network 1.11.100.2-bionic1

libsgx-ae-qve 1.11.100.2-bionic1 libsgx-ra-uefi 1.11.100.2-bionic1

libsgx-dcap-default-qpl 1.11.100.2-bionic1 libsgx-uae-service 2.14.100.2-bionic1

libsgx-dcap-ql 1.11.100.2-bionic1 libsgx-urts 2.14.100.2-bionic1

libsgx-dcap-quote-verify 1.11.100.2-bionic1 openssl 1.1.1k

libsgx-enclave-common 2.14.100.2-bionic1 sgx-aesm-service 2.14.100.2-bionic1

libsgx-epid 2.14.100.2-bionic1 sgx-dcap-pccs 1.11.100.2-bionic1

libsgx-headers 2.14.100.2-bionic1 sgx-pck-id-retrieval-tool 1.11.100.2-bionic1

libsgx-launch 2.14.100.2-bionic1 sgx-ra-service 1.11.100.2-bionic1

libsgx-pce-logic 1.11.100.2-bionic1 threading_building_blocks 2016u2

libsgx-qe3-logic 1.11.100.2-bionic1

Missing exploit mitigation techniques
jsoncpp 0.10.6
sgx_debian_local_repo.tgz/sgx_debian_local_repo/pool/main/s/sgx-aesm-service/sgx-aesm-service_2.14.100.2-bionic1_amd
64.deb/data.tar.xz/opt/intel/sgx-aesm-service/aesm/libCppMicroServices.so.4.0.0

no-immediate-binding

openssl 1.1.1k
sgx_debian_local_repo.tgz/sgx_debian_local_repo/pool/main/libs/libsgx-ae-qve/libsgx-ae-qve_1.11.100.2-bionic1_amd64.de
b/data.tar.xz/usr/lib/x86_64-linux-gnu/libsgx_qve.signed.so

no-fortify-source

no-immediate-binding

no-stack-protected
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sgx_debian_local_repo.tgz/sgx_debian_local_repo/pool/main/s/sgx-dcap-pccs/sgx-dcap-pccs_1.11.100.2-bionic1_amd64.de
b/data.tar.xz/opt/intel/sgx-dcap-pccs/lib/libPCKCertSelection.so

no-immediate-binding

Details

Original filename sgx_debian_local_repo.tgz

SHA1 checksum 74a2e3733f6b81e88f9c9a3daf41f692d4daa17b

Original file size 13.24 MB

Infoleak

Asymmetric keys: 4

AWS keys: 0

Custom pattern matches: 0

Emails: 166

HTTP authentication: 0

Image metadata: 0

IP addresses: 117

JSON web tokens: 0

MAC addresses: 0

OAuth tokens: 0

Passwords: 0

Shell history: 0

URLs: 730
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